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Abstract
NOKEScam (NOn-sense KEyword Spear scam) is an
emerging fraud technique. NOKEScam uses uncommon and
usually non-sense keywords (NSKeywords) as vectors to lure
victims without complex Black Hat SEO techniques. The
obscure NSKeywords ensure the top search results as only
NOKEScam pages are exactly matched, misleading victims
into trusting them. NOKEScam severely impacts victims and
search engines, but its uniqueness has hindered prior research
and efficient detection methods.

In this paper, we report on joint work with a leading Chi-
nese search engine to combat NOKEScam. Based on an em-
pirical study, we identified three key observations and devel-
oped a lightweight detection system. This system can process
about 2 billion URLs within one hour. Over seven months,
we identified 153,975 NSKeywords across 68,863 domains.
Our measurement demonstrated that leveraging search engine
trust endorsement, NOKEScam websites attract an average
of over 30k page views daily, indicating significant fraudu-
lent profit potential. Driven by this, attackers persist despite
search engine crackdowns, employing evasion tactics like us-
ing more domain names. Despite these tactics, our detection
system remains effective, significantly suppressing the im-
pact of NOKEScam, with a 194-fold reduction in real-world
user complaints. Our findings reveal emerging fraud activ-
ities and offer valuable governance lessons for the security
community.

1 Introduction

Imagine playing an online game when another player offers
to buy your account at a high price. But, they insist on using
an unfamiliar trading platform. Cautiously, you search for this
platform online to verify its legitimacy. As shown in Figure 1,
the platform website is listed at the top position in search
results as the only exactly matched result. This presentation
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Figure 1: Example of NOKEScam in search engine. Only the
top search result exactly matches the NSKeyword, redirecting
to a fraudulent online gaming account trading website, while
other results do not exactly match.

with a high search ranking eliminates doubts and encourages
transaction completion. However, you’ve unknowingly fallen
into a scammer’s trap. This scenario illustrates an emerging
scam technique called NOKEScam [4].

NOKEScam exploits search engines as trust intermediaries,
leveraging “high-search-ranking effects” to induce victims
to fraudulent sites. Unlike traditional Black Hat SEO tech-
niques [47, 69], NOKEScam achieves top rankings primarily
through NSKeywords, which are uncommon combinations
and often Non-Sense Keywords. When scammers dissemi-
nate NSKeywords instead of links and lure them to search,
the NOKEScam page becomes the sole exact match. Fur-
thermore, exact matches consistently rank highest in search
engines [28], positioning the NOKEScam page at the top.
Unfortunately, victims often perceive top search results as
trustworthy [47, 69] and even certified ads [46]. Therefore,
by utilizing NSKeywords and search engine credibility, scam-
mers could bypass URL-based detection and enhance their
fraud success rates, presenting a significant security threat.
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Research gap. NOKEScam presents unique challenges that
prior research fails to address effectively. Unlike traditional
Black Hat SEO techniques, NOKEScam adopts unpopular
keywords, making existing studies on meaningful and popular
keyword-based manipulation detections inapplicable [41, 44,
47, 56, 69]. Furthermore, NOKEScam targets specific users
with NSKeywords, making detection methods relying on
widespread attributes of links ineffective [13,19,36,51,83,92].
Last, the vast amount of search engine data also poses chal-
lenges for content-based detection approaches [88]. Conse-
quently, effective detection methods are yet to be developed,
leading to a lack of systematic understanding of NOKEScam.
Detecting NOKEScam. In this work, we collaborated with
Baidu, China’s largest search engine, to combat NOKEScam.
Our approach leverages Baidu’s user complaint data as a
ground-truth dataset. From this, we identified three key in-
sights: obscure NSKeywords are often embedded in webpage
titles, each NSKeyword exactly corresponds to a unique web-
page, and fraudulent semantics are present in webpage titles.
The above observations led us to design a three-step detec-
tion system characterized by low computational complexity:
1) identifying NSKeywords based on uncommon character
combinations; 2) locating NSKeywords exactly linked to a
single webpage; and 3) verifying the presence of fraudulent
semantics. Implemented at Baidu, our system actively iden-
tifies NOKEScam from newly observed indexed webpages
(NOIW). Implemented at Baidu, our system actively identifies
NOKEScam from newly indexed webpages (NOIW), process-
ing nearly 2 billion URLs within one hour, demonstrating its
effectiveness and efficiency.
Understanding NOKEScam. During the detection period
from August 17, 2023, to April 2, 2024, we spotted 153,975
NSKeywords across 68,863 domain names, indicating the
scale of NOKEScam. Our findings presented that the imple-
mentation of our detection system at Baidu has significantly
disrupted the operation of NOKEScam activities. The daily
count of detected NSKeywrods has drastically decreased to
just a few dozen, a marked reduction from the initial, amount-
ing to 12 times less. User complaints, a key metric, demon-
strate the system’s efficacy. Complaints decreased dramati-
cally by a factor of 194, from approximately 777 to just 4
per week. Additionally, there have been no reports of false
positives where legitimate users are incorrectly blocked, un-
derlining the precision of our detection algorithms.

Through a comprehensive analysis of NOKEScam, we un-
veil sophisticated tactics. First, we identified phishing be-
havior to increase credibility, with 2,463 NSKeywords in-
corporating “Tencent”, imitating a famous Internet com-
pany. Besides, being indexed by search engines is the first
step for the NOKEScam threat. Initially, adversaries em-
ployed both passive crawling and active submission to in-
dex their scam sites. However, due to our detection efforts,
they shifted predominantly towards passive crawling to avoid
detection. Furthermore, we discovered that NOKEScam en-

gages in three main illegal businesses - online game trans-
action fraud (OGTF), pornography, and gambling. Notably,
OGTF emerged as the predominant fraud type, accounting
for 94.36%. More concernedly, combining Baidu’s user com-
plaints and click data, we found NOKEScam’s victim impact
was severe - assessing complaints revealed an average loss of
$2,896 per NOKEScam victim. Therefore, we estimate that
Baidu’s active users may experience daily financial losses of
NOKEScam as high as $631,328. By clustering scam sites
based on title-domain infra overlap, we observed evasion
strategies like switching domains and title structures (e.g. em-
bedding longer benign text). Despite evasion attempts, our
detection system remains effective. The significant decrease
(194-fold) in user complaints corroborates the system’s effec-
tiveness in curtailing NOKEScam proliferation.

Despite successful mitigation efforts within the Baidu
search engine, NOKEScam remains prevalent across other ma-
jor search engines such as Google and Bing. We find that these
platforms’ recommendation features inadvertently contribute
to the spread of NOKEScam by automatically suggesting new
NSKeywords. In response, we are proactively engaging with
these platforms through responsible risk disclosure.
Contributions. Our main contributions include:⌐ Disclosure of NOKEScam. We disclose the NOKEScam for
the first time, an emerging spear scam utilizing search engines.
It not only poses significant harm to victims but also severely
undermines the authority of search engines.⌐ Effective detection method for NOKEScam. We propose a
lightweight detection method for NOKEScam and practically
deploy it within the Baidu search engine. Our method signif-
icantly mitigates the security threat posed by NOKEScam,
with a 194-fold reduction in real-world user complaints.⌐ Understanding NOKEScam. We conduct the first compre-
hensive analysis of the NOKEScam ecosystem, aiding the
security community in gaining a deeper understanding of and
defending against NOKEScam.

2 Background and Threat Model

In this section, starting from presenting the operational frame-
work of search engines, we introduce the workflow and threat
model of NOKEScam.

2.1 Preliminaries of Search Engines
Indexing in Search Engines. Figure 3 illustrates the search
engine indexing process. Initially, new website URLs must
be indexed (✁) to be searchable. This can be done passively
(M1) by linking to indexed sites and waiting for crawlers,
or actively (M2) by submitting URLs directly to search en-
gines with an account, expediting crawler discovery [7, 25].
Crawlers parse and extract information (✂) like titles and
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Figure 2: Workflow of NOKEScam.
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Figure 3: Indexing process of search engine for a new website
and returning search results for users.

content to build indexes, while only limited content is in-
dexed for performance [27]. Titles and Abstracts (defined
by < description > tag [89]) are always indexed, while other
content, such as webpage Bodies, is selectively indexed (e.g.,
only indexing content in < a > tags). Low-quality content,
including spam, may be excluded [27]. Search engines create
Keyword lists for each page to build inverted indexes, favoring
prominent words from Titles and Abstracts. In Chinese, ad-
ditional word segmentation is needed for keyword extraction.
The extracted information is stored in an indexed database
(✃) as <URL,Title,Keyword,Abstract,Body, ... >.
Generating search results. As shown in Figure 3, firstly,
users enter search words (✄), and search engines locate and
rank relevant webpages in the indexed database (☎). The
mapping of relevant webpages begins by checking for exact
Keyword matches in the indexed database. If no match is
found, webpages are fuzzily matched based on page content
relevance. Relevant pages are then ranked using algorithms
like PageRank [11] and presented to users. While multiple
factors influence search results, the exact match between a

webpage’s Keywords and the user’s search item is crucial for
top ranking. Some search engines also offer an exact search
mode that displays only exact matches. Notably, search engine
advertisements typically appear as the topmost results [54].
This positioning creates a preconceived notion among victims
that the first result is likely a verified advertisement. Finally,
ranked search results are returned to the user (✆).

2.2 NOKEScam
NOKEScam VS Other Scam. Previously studied scams pri-
marily focused on URL-based promotion methods, such as
spear phishing emails [30, 31]. In contrast, NOKEScam uti-
lizes NSKeywords as a promotion medium rather than links,
mainly for two reasons. First, to circumvent URL-based de-
tection and potential blocking by chat platforms [80], diverse
non-URL promotional media have emerged alongside NSKey-
words, including QR codes and images [91]. Second, exploit-
ing search engine credibility was crucial in using NSKey-
words for promotion. NOKEScam achieves top search results
using NSKeywords without complex Black Hat SEO tech-
niques. Specifically, website names (e.g., yahoo) facilitate
quick discovery via search engines, with NSKeywords often
serving as site names. These obscure NSKeywords rarely
appear elsewhere, typically ranking high as the sole exact
match, enhancing perceived credibility. Analysis of user com-
plaints (Section 3) indicates that victims mistakenly view the
top-ranked unique result as trustworthy, similar to certified
advertising or proprietary content from search engines.
Threat model. The primary goal of NOKEScam is to lever-
age search engine credibility (high-search-ranking effects) to
successfully lure victims to scam pages. This strategy relies
on two key conditions. First, miscreants construct uncom-
mon NSKeywords to achieve top search results, misleading
victims into perceiving NOKEScam pages as search engine-
certified advertisements. Second, NOKEScam pages contain-
ing NSKeywords must be indexed by search engines.
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Workflow. Figure 2 shows the workflow of NOKEScam, in-
cluding three steps. First, in the “Prepare” step, miscreants
create an NSKeyword and embed it in a fraudulent web-
site. To exploit search engine trust, they use diverse ways
for indexing (Section 2.1). Notably, the NSKeyword is un-
common, which ensures the fraudulent site is the only ex-
act match. For example, meaningless character combinations
(e.g., “诅奴渡 (ZuNuYou)”) or non-existent words (e.g., “nav-
igrake”). Then, it shifts to the “Lure” step, similar to spear-
phishing [12, 33, 39, 48], they entice victims using persuasive
language, such as offering high prices for game accounts (as
left of Figure 2). They suggest conducting transactions on a
platform called NSKeyword. When victims express doubt,
attackers encourage them to search for it. Finally, in the “Ex-
ploit” step, once victims search for the NSKeyword, they are
exposed to NOKEScam websites. Due to the obscurity, the
search engine returns the only exactly matched fraudulent site
as the top result. Unfortunately, the high-search-ranking ef-
fects mislead victims into believing, visiting, and even trading
on the site.

3 Dataset and Empirical Study

As an emerging spear scam, NOKEScam is poorly under-
stood, let alone the publicly available ground-truth dataset.
Thus, we cooperated with the Baidu search engine, the most
famous Chinese search engine, using its vast search database
to gain insights for the detection of NOKEScam. Based on
this dataset, we empirically conclude three key observations.

3.1 Real-world Search Engine Dataset
User complaint dataset. To understand NOKEScam for de-
tection, we created a ground-truth dataset from user com-
plaints submitted to Baidu, averaging 1,721 complaints daily,
reflecting active user engagement. A dedicated team manually
reviews each complaint, with at least two specialists involved
before escalation to the relevant security departments. An
example of a “NOKEScam-related” complaint is included
in Appendix A. Ethical considerations were addressed by
anonymizing personal data using MD5 hashing (discussed in
Ethics9). Notably, keywords, domains, and links mentioned
in manually confirmed user complaints are promptly removed
from the search index to prevent ongoing user impact.
NOIW dataset. From the NOKEScam workflow, search en-
gines are optimal detection points, as indexing NOKEScam
pages is essential. We collaborate with Baidu to detect
NOKEScam pages with their extent index data. Early de-
tection is crucial due to the harmful, time-sensitive nature of
NOKEScam. We focus on Newly Observed Indexed Web-
pages (NOIW)-webpages newly indexed daily. Screening
NOIWs allows for preemptive identification and mitigation of
malicious sites, reducing potential harm. The NOIW dataset is
structured as quadruples: <URL,Title,Abstract,Body>, with

this information retrieved by Baidu’s crawlers. The dataset
is vast, averaging 2 billion URLs per hour, and our analysis
covers 209 days from August 17, 2023, to April 2, 2024.1

3.2 Empirical Study and Key Observation

Ground-truth dataset. For efficient NOKEScam detection,
we conducted an empirical analysis. We randomly sampled
from a week’s worth of user complaints related to NOKEScam
(August 17-24, 2023), resulting in a dataset of 2,000 verified
NOKEScam webpages containing NSKeywords. User com-
plaints are valuable for two reasons: 1) they reflect real victim
experiences, providing an authentic scam nature; 2) the ran-
domness of complaints offers a broad problem overview. Two
researchers analyzed this ground-truth dataset, identifying
three key observations to aid NOKEScam detection.⌐ Observation I: Uncommon NSKeywords are embed-
ded in NOKEScam webpage titles to ensure exposure via
search engines. As noted in Section 2.2, NSKeywords serve
as gateways leading victims to NOKEScam pages through
search engine queries. To ensure searches for NSKeywords
yield NOKEScam pages, NSKeyword must be embedded on
these pages. In our ground-truth dataset, 100% of NOKEScam
pages embed NSKeywords in their titles. This is likely for
two reasons: 1) Titles are always indexed by search engines
(Section 2.1), guaranteeing NSKeyword inclusion in search
engine indices; 2) Titles are prominently displayed in search
results (see Figure 1), ensuring maximum visibility to victims.
Additionally, NSKeywords are typically created uncommonly
enough to avoid appearing on other sites. Adversaries use
rare character combinations to create meaningless strings and
combine common words into unusual arrangements. To fur-
ther obscure recognition, they introduce interfering symbols,
like random digits, in fabricated words.⌐ Observation II: Search results for NSKeyword con-
tain only one exact match, i.e., NOKEScam page, rank-
ing at the top. Merely finding the NOKEScam page by
searching NSKeywords is insufficient; adversaries exploit
high-search-ranking effects strategically. Unlike complex
Black Hat SEO techniques [44, 46, 47, 51, 69], attackers in
NOKEScam achieve top rankings by exploiting the rarity of
NSKeywords. Specifically, NSKeywords are created obscure
enough to avoid appearing on other sites. In the ground-truth
dataset, we found that NSKeywords yield only one precisely
matched result, i.e., NOKEScam page. Despite apparent inef-
ficiency, victim feedback reveals this as a deliberate construct
by attackers. Specifically, the unique NOKEScam page match-
ing each NSKeyword typically appears as the top result, mim-
icking search engine-verified advertisements. This carefully
crafted unique top placement easily misleads victims into

1Due to maintenance on Baidu’s internal servers, there are 3 gaps in data
storage, specifically from August 25 to September 7, from September 24 to
September 26, and from October 1 to October 6.
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perceiving NOKEScam pages as verified ads, significantly
enhancing trust and increasing fraud success rates.⌐ Observation III: Unique semantic feature. We found that
NOKEScam sites often include explanatory text to inform
users of the site’s purpose, appearing in two components: 1)
Site titles, typically formatted as“NSKeyword-Explanatory”,
e.g., “诅奴渡 (ZuNuYou) - 热锡渡戡便挡锡戢 (Popular
game trading platform)” (Figure 1); 2) Site abstracts, which
appear as brief content overviews. Further analysis of user
complaints confirms that explanatory language is crucial for
successful deception, as the obscure nature of NSKeywords
impedes victim comprehension. Three fraud types were manu-
ally identified: online game transaction fraud (first disclosed),
gambling, and pornography. Game transaction fraud lures
victims via high-priced game account offers in chat windows
(exampled in Appendix D). The other two are typical fraud
types, while spreading NSKeywords mitigates risks associ-
ated with the detection of URL-based promotion.

4 Detection Methodology

Building on three key observations, we develop an efficient
and effective detection methodology. Below, we provide de-
tails of our detection system designed to identify NOKEScam.

4.1 Detection Goal and Challenges
Detection Goals. To mitigate NOKEScam, intercepting
NOKEScam webpage indexing is the optimal vantage point,
disrupting its initial phase. Our objective is to exclude fraud-
ulent pages from search engine index databases, preventing
scammers from exploiting search engines to mislead victims.
We focus detection efforts on the indexing process, identifying
and removing NOKEScam URLs from NOIW databases.
Detection Challenges. We face two challenges in detection.
First, the sheer volume of data (2 billion webpages per hour)
necessitates timely detection, making computationally inten-
sive models impractical. For example, DMOS [88] can pro-
cess 50 million webpages in five months, which is insufficient
for daily billions. Second, NOKEScam’s webpages typically
appear as normal webpages and exhibit minimal evidence
of traditional phishing activities, like mimicking well-known
websites or trademarks. Therefore, this prevents NOKEScam
pages from being identified through existing analysis of mali-
cious behavior, like phishing detection [31, 49, 75].

4.2 Overview
Considering detection goals and challenges, we propose an
efficient and lightweight detection system, as shown in Fig-
ure 4.2 Due to Baidu’s vast data volume, a single-step method

2The detection scripts are published on http://nokescam.com, includ-
ing Chinese and English implementations.
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Figure 4: Workflow of our detection system for NOKEScam.

is impractical. Therefore, our three-step detection method
works like a funnel, progressively reducing the number of
processed URLs to filter out potential false positives in subse-
quent steps. First, NSKeyword Identifier examines webpage
titles for obscure words. It employs contextual perplexity
to detect unusual sequences of characters or words, which
are then labeled as NSKeywords if identified. Notably, since
Baidu primarily serves Chinese users, this study uses Chi-
nese word segmentation to calculate perplexity. However, the
concept of detecting uncommon character combinations is ap-
plicable to other languages (discussed in Section 7), allowing
for broader implementation. This filtering reduces URLs from
2 billion to tens of thousands. While benign sites may use ob-
scure terms, these are essential for constructing NOKEScam.
The subsequent steps further filter out false positives. Subse-
quently, the Match Relationship Verifier determines if the as-
sociation between the NSKeyword and the webpage is unique,
i.e., only one webpage (the intentionally crafted scam site)
corresponds to the NSKeyword, since benign sites typically
have multiple pages. Finally, to mitigate the impact of rare
keywords in legitimate websites (e.g., uncommon names or
custom site titles), the Semantic Checker evaluates fraudulent
characteristics based on the semantic content of page titles
and abstracts.

4.3 NSKeyword Identifier

Based on Observation I, uncommon NSKeywords are typ-
ically embedded in fraudulent website titles. To ensure the
rarity of NSKeywords, they are constructed from uncommon
character combinations, often resulting in meaningless out-
puts. Consequently, we find that perplexity in natural lan-
guage processing intuitively assesses character combination
rarity [43]. However, its computational complexity is unsuit-
able for the scale of billions of URLs per hour.

Given that Baidu mainly serves Chinese users, we employ
low-cost traditional word segmentation to estimate word com-
bination likelihood based on perplexity [35], as detailed in
Algorithm 1. Segmentation uses prefix dictionaries for effi-
cient graph scanning to build a directed acyclic graph (DAG)
of all possible Chinese word combinations in a sentence. Dy-
namic programming then finds the maximum probability path
for the optimal word split based on word frequencies. Thus,
segmentation tends to yield highly probable combinations,
like “舡果 (apple)”. In contrast, isolated Chinese characters
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Algorithm 1 : The detail of identifying NSKeywords.
Input: Title of webpage (title), NSKeyword identification

threshold (#).
Output: NSKeyword List (nskeyword_list) in title.

1: title_list = segment(title) ▷ Segment Webpage Title
2: title_list = Replace_digit_english(title_list)
3: nskeyword_list = []
4: nskeywordtmp = []
5: for each i ∈ [0, len(title_list)⋊1] do
6: if title_list[i] ==DIGIT then
7: title_list[i] =D
8: else if title_list[i] == ENGLISH then
9: title_list[i] = E

10: end if
11: Li = len(title_list[i])
12: if Li == 1 then
13: nskeywordtmp.append(Li)
14: else if Li ≥ 2 and (Li+1 == 1 or Li⌐1 == 1) then
15: nskeywordtmp.append(Li)
16: else
17: nskeywordstr = “”. join(nskeywordtmp)
18: if len(nskeywordstr) ≥ # then
19: nskeyword_list.append(nskeywordtmp)
20: nskeywordtmp = []
21: end if
22: end if
23: end for
24: return nskeyword_list;

likely cannot combine with neighbors to form common words,
indicating obscurity. We thus check the longest consecutive
isolated Chinese characters post-segmentation. Considering
Chinese language conventions [37] and ground-truth data ob-
servations, we set the identification threshold as more than
3 single characters. Thus, if the longest consecutive isolated
Chinese characters post-segmentation exceeds 3, we identify
obscure words in the webpage title. For example, “诅奴渡”
is identified as an NSKeyword with three isolated characters,
i.e., [“诅 (Zu)”, “奴 (Nu)”, “渡 (You)”].

Additionally, we notice that some NSKeywords contain
common Chinese words that may be accidentally combined
by scammers when generating them. For example, “狡舢
畅 (Pinyin: JiaoShuChang)” where “舢畅 (comfortable)” is
a common Chinese word, which is not totally meaningless.
Thus, to improve the accuracy of our approach, we determine
if a character combination is obscure by checking if the char-
acters flanking common words are single characters. Besides,
in ground-truth data, we find that numbers and English charac-
ters are sometimes embedded in NSKeywords for obfuscation,
e.g. “诅奴2753渡”. Thus we pre-process all numbers and
English characters in titles by replacing them with specific
tokens, turning numbers (like “2753”) into “DIGIT” and En-
glish letters (like “game”) into “ENGLISH”. For example, the

segmentation sequence becomes [“诅”, “奴”, “DIGIT”, “渡”].
Treating these specific tokens as an individual character also
allows for correctly identifying these cases as NSKeywords.

Finally, this step enables the rapid filtering of suspicious
websites and significantly reduces the volume of URLs re-
quiring processing from billions to tens of thousands.

4.4 Match Relationship Verifier
Per Observation 2, NSKeywords are crafted to be extremely
obscure, ensuring sparse associations with NOKEScam web-
pages. In ground-truth data, this manifests as unique asso-
ciations. This uniqueness guarantees that exact NSKeyword
matches yield only fraudulent sites, typically ranking first
in search results, enhancing victim trust. Consequently, for
NSKeywords identified in Step I, we verify if only one precise
match exists in the search engine database.

To assess the matching relationship of the indexed web-
sites corresponding to a keyword, the most straightforward
approach is to search for the keyword and see how many
indexed websites can be precisely matched. Since search en-
gines often employ complex anti-crawler mechanisms [26],
excessive requesting frequency can lead to identification by
the anti-scraping system, resulting in the blocking of scraping
access. Our search engine partner provides us with an internal
search result interface to address this issue. Leveraging this in-
terface, we execute queries and retrieve results, bypassing the
parsing time required for web rendering, thus offering high
query efficiency. The query interface (API) has an average la-
tency of less than 1s and can withstand a concurrency of over
2,500 queries per second (QPS). Specifically, the keyword
is sent through the query interface, and the returned fields
include the title, abstract, and website information of result
entries on the first page of search results for that keyword.

We define association degree as the number of websites
where a keyword exactly matches in search results. If key-
word k appears in n site titles, its association is n. As precise
matches likely appear on the first page (illustrated in Sec-
tion 2.1), we only assess first-page results. Keywords with
an association degree less than or equal to 1 are determined
to be NSKeywords (associationk ≤ 1), and the corresponding
websites are filtered as NOKEScam website candidates.

4.5 Semantic Checker
Based on Observation 3, NOKEScam pages exhibit distinct
semantic characteristics in titles and abstracts (defined by< description > tag). To avoid misclassifying legitimate cases,
we employ semantic differentiation. After reducing candidate
URLs by 3 orders of magnitude in previous steps, we can
efficiently use a more complex machine learning model. We
developed a BERT-based semantic detection model to dis-
tinguish normal and NOKEScam pages based on title and
abstract semantics [16]. To enable fine-grained ecosystem
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analysis, we designed a multi-classifier with four categories:
normal, online game transaction fraud, gambling, and pornog-
raphy, based on three fraud types identified in ground-truth
data. This classifier both detects NOKEScam pages and facil-
itates subsequent fraud category analysis.

4.6 Implementation and Evaluation
Implementation. Our detection system uses Python, pro-
cessing about 2 billion URLs within one hour. It runs on a
Baidu internal Linux server, which has 48 cores and 128GB
of memory, but no GPU. The NSKeyword Identifier employs
Jieba3 for word segmentation. The Semantic Detector em-
ploys the bert-base-chinese pre-trained model with its de-
fault BertTokenizer [34] for embedding, given Baidu’s Chi-
nese user focus. To train the multi-classification model, we
constructed a comprehensive dataset. To ensure comprehen-
sive coverage, we sourced benign webpages from three cat-
egories: 1) Popular websites: selected the top 1k domains
with titles from Secrank [86] and Tranco [61] lists separately,
yielding 2,000 URLs; 2) Websites from Portal platforms,
such as hao1234, contributing 23,000 URLs; 3) Prevalent
news websites, like sina5 and covering 10 common cate-
gories (including finance, stocks, education, etc), providing
10k URLs. Subsequently, all domains were screened using
VirusTotal [29], resulting in a final dataset of 35,000 legiti-
mate websites. For malicious webpages, we randomly sam-
pled 45k suspected NOKEScam pages from the Match Rela-
tionship Verifier results, which were manually categorized by
three security researchers. After removing instances whose
text length is shorter than 5, we obtained 19k online game
transaction fraud websites, 17k pornographic-related websites,
and 6k gambling-related websites. The dataset was then ran-
domly split into training, validation, and test sets in an 8:1:1
ratio. The multi-classification model achieved an accuracy
of 95.93% and 95.78% on the test and validation sets, re-
spectively. Besides, detected NOKEScam URLs are reported
for mitigation actions, namely removing them from Baidu’s
database, preventing user exposure to NOKEScam sites via
NSKeyword searches (details in Section 6.1).
Evaluation. To assess our detection system’s performance,
we randomly sampled 100 NOKEScam URLs daily across 7
dates from August 17 to December 8, with 12-day intervals,
totaling 700 URLs. This ensured that our evaluation spanned
the main detection cycle. We comprehensively assess various
factors to manually determine if a website is fraudulent. These
factors include: 1) Anomalous page content (e.g., mimicking
legitimate sites or containing illegal content), observed in 673
pages; 2) Falsified filing information, detected in 84 cases;
3) Anomalous customer service practices, identified in 26
instances; 4) Suspicious payment methods, found in 17 cases.

3https://github.com/fxsjy/jieba
4https://www.hao123.com/
5https://www.sina.com.cn/
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Figure 5: Distribution of the number of detected NSKeywords
and related domain names daily.

Our method achieved 99.10% accuracy. Manual examination
reveals that False Positives (FPs) predominantly arise from
mis-classification in Semantic Checker by the multi-classifier,
with a 0.96% FP rate. Mis-classifications likely stem from
missing abstracts or short titles, limiting learnable semantic
content. Despite false positives, the error rate is only 0.9%.
Given the average daily detection of 737, the cost of man-
ual verification for FPs remains acceptable. Besides, Baidu’s
governance requires human verification before NOKEScam
link removal, preventing impacts on legitimate websites. Sec-
tion 6.1 details this process. In real-world detection, false neg-
ative rates are usually challenging to assess directly [30, 31].
However, user complaints indirectly reflect detection recall,
as undetected websites are reported by users. Section 6 de-
tails our analysis of real-world user complaints, revealing a
significant decrease (194-fold reduction) post-system deploy-
ment, suggesting minimal impact from false negatives in our
detection method.

5 Characteristics of NOKEScam

We implemented our detection method within Baidu and
conducted daily monitoring of NOIW data from August 17,
2023, to April 2, 2024. Through a comprehensive analysis
of detected NOKEScam websites, we uncovered the overall
ecosystem of NOKEScam, aiding the security community
in enhancing their understanding and defensive capabilities
against NOKEScam.

5.1 Overview of NOKEScam
During the seven-month detection period, our method de-
tected 153,975 NSKeywords under 68,863 domain names,
distributed in Figure 5. We identified 226,138 NOKEScam
URLs, more than the number of NSKeywords. However, this
does not invalidate our Observation II; instead, it reveals an
index-retry strategy with reused NSKeywords of scammers
(see details in Section 5.3). The seven-month detection period
provided clear insights into NOKEScam’s activity and tactical
evolution. The most significant changes were in the number of
domains used and pages deployed per domain. Consequently,
we analyze these developments in three phases.
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Figure 6: CDF distribution of NOKEScam URLs under each
domain.

Phase I: Unawareness stage (August 17 - October 17, 2023).
In the initial phase (lasting 43 days), detection had just taken
effect and adversaries did not show an obvious response yet.
Thus, this period revealed NOKEScam’s most primitive strate-
gies with minimal countermeasures - conducting fraud with
low domain registration cost, manifested as using a small
number of domains but embedding a large number of NSKey-
words under each domain. In this phase, we discovered a total
of 122,316 NSKeywords, each deployed on a unique webpage
across only 13,851 domains. As shown in Figure 6, we found
that while only the minimum domains were used in this stage,
each domain had the maximum number of configured URLs
among 3 phases, with 9 NOKEScam URLs under each domain
on average. We found that 2,253 domains contain more than
5 NOKEScam URLs, with the most reaching 4,423 URLs
within a single domain name, i.e., av.ny12306.site, which
hosts primarily pornographic content.
Phase II: Adversarial stage (October 18, 2023-November
22, 2023). In this phase, following our detection, scammers
realized something was wrong (their websites were not being
indexed) and erroneously guessed the domains used might
be problematic. They started switching the domains used in
an attempt to circumvent the blocking. This stage lasted 36
days during which we detected 57,506 NSKeywords cover-
ing 31,614 domains. Despite not fully grasping our detection
logic, adversaries try to evade detection by using more do-
main names. Specifically, the number of domains used by
miscreants was significantly higher than the first stage, at 2.28
times, while the number of NSKeywords was only 0.47 of
the first stage’s NSKeywords. At this stage, on average only
1.82 NOKEScam URLs were configured under each domain,
which is 0.2 times that of Phase I. Our detection system has
led to more cautious fraud strategies from NOKEScam, with
fraudsters ensuring success by sacrificing the costs of regis-
tering more domain names and reducing the number of URLs
with NSKeywords configured on each domain.
Phase III: Decline stage (November 23, 2023 - April 2,
2024). At this stage, we observed that adversaries were un-
able to circumvent detection, with a marked daily decrease in

scam activities. This phase, despite lasting 130 days (3 and
3.6 times longer than Phase I and Phase II), detected only
30,263 NSKeywords (0.25 and 0.53 times that of Phase I
and Phase II). These were deployed across 24,186 domains,
merely 0.77 times the Phase II’s count. Besides, the average
daily quantity decreased significantly, with an average of only
186 domains and 233 NSKeywords detected per day (12 and 7
times less than Phase I and Phase II). By this stage, despite us-
ing more domains, the average number of NOKEScam URLs
per domain decreased to only 1.25 on average, and new scam
websites could not be indexed by search engines. In this phase,
we observed attempts to enhance domain credibility by us-
ing domains with Intent Content Provider (ICP) information,
yet these did not bypass our detection system. Specifically,
in Phase III, we identified 621 domains with ICP, which is
double and quadruple the counts from Phase I and II, respec-
tively. Scammers could no longer leverage search engines to
spread scam websites to targeted users, let alone gain their
trust. Thus, the NOKEScam operation is naturally dismantled
in the Baidu search engine. Compared with user complaint
data (see Section 6.1), the volume of complaints in the third
phase has decreased by a factor of 194 from the onset. Un-
fortunately, despite the decline in the Baidu search engine,
scammers still maintain NOKEScam efforts on other search
engines to keep earning steady scam income (see details in
Section 6.2).
Overall detection effectiveness. During the detection pe-
riod, we noted adversaries attempting to bypass our system,
like using more domains with ICP information and reducing
the number of NOKEScam pages per domain. Despite the
higher costs of domain registration, these efforts did not suc-
ceed. Our detection relies on identifying uncommon character
combinations and their sparse match relationships, which are
essential to NOKEScam and difficult to evade. Furthermore,
we found that complaints about NOKEScam decreased to
one-194th of their original level, demonstrating its real-world
resilience against bypass attempts and effectiveness in coun-
tering NOKEScam activities (Section 6).

5.2 Infrastructure of NOKEScam
To understand the infrastructure of 68,863 NOKEScam do-
mains, we examined their domain resolution records and reg-
istration information. We sent DNS requests for these do-
mains (with A records), revealing that they resolved to 9,102
IPs. We also extracted their geographical IP information [53].
For historical resolutions, we accessed an extensive Passive
DNS (PDNS) [1] database to gather all resolution records
during the detection period, including record types and re-
solved IPs. Additionally, we obtained WHOIS records [65]
for 33,727 NOKEScam-related second-level domains (SLDs)
to gather registration information, collecting data for 20,130
SLDs affected by GDPR restrictions [50] and ICP filing in-
formation [55] for 1,048 domain names from Baidu. Table 1
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Table 1: Top 10 IP Locations and registrars, TLDs of
NOKEScam’s domains.

Location # IP Regsitrar # SLD TLD # SLD

United States 4,718 DNSPod 10,976 .icu 9,904
Seychelles 2,073 Alibaba Cloud 3,936 .com 7,040

Hong Kong, China 503 West263 2,988 .shop 3,233
China 413 Gname 2,352 .cn 3,013

South Africa 358 GoDaddy 626 .asia 2,474
Singapore 343 NameSilo 618 .fun 2,425
Mauritius 323 Juming 611 .top 1,864
Canada 109 West.cn 427 .cfd 564

United Kingdom 77 BANGNING 337 .net 537
Japan 36 Aceville 251 .site 442

presents the top 10 registrars and TLDs for these domains,
along with IP location information.
NOKEScam’s domain names are registered in bulk and
prefer low prices. Scammers tend to register domains for
NOKEScam in batches at specific registrars within a short
period. Besides, we observed that 74.08% of domains are reg-
istered by DNSPod and Alibaba Cloud, both from China. We
infer the preferential policies of these two registrars attracted
attackers [71]. Furthermore, new TLDs are becoming a major
target for abuse by scammers. As shown in Table 1, 6 out of
10 are new gTLDs. Interestingly, .icu has overtaken .com to
become the most popular TLD for scammers. The reason for
this phenomenon may be that the new TLD is cheaper [21],
which can reduce the cost of NOKEScam.
To circumvent China’s domain authentication system,
hosting domains on overseas servers is a common strategy.
Specifically, 95.46% of NOKEScam IPs are located outside
mainland China, predominantly in the United States (51.83%).
This strategy likely aims to bypass China’s ICP registration
requirements, which mandate national licensing for websites
providing information services in China, involving content
review and operator verification for legal compliance [55]. No-
tably, ICP information appears on 1,048 (1.52%) NOKEScam
websites, which should not pass this review. Manual inspec-
tion revealed that this ICP information is outdated, suggesting
that scammers may have acquired these domains to create
fraudulent websites. By misusing this ICP information, scam-
mers can more easily gain victims’ trust for spear scams.
80% of NOKEScam domain names have less than 12
requests per day. In the PDNS data, we observed 20,112
(29.21%) NOKEScam domain resolution records. The resolu-
tion volume is generally low, averaging 32 queries per domain,
likely due to the covert nature of NOKEScam, with visits pri-
marily from scammers, victims, and bots. Furthermore, 66%
of these domains were active for less than 10 days, based
on the interval between the first and last observed resolution
requests.
Maliciousness of NOKEScam domains is ignored by
threat intelligence (TI). To assess the malicious impact of
NOKEScam domains, we checked VirusTotal [29] and six
open-source domain TI lists, including URLHaus [74], Black-

Web [9], Stopforum Spam [67], Spamlist [68], Dyn Malware
Feeds [18], and Zonefiles [95]. Despite the significant finan-
cial harm caused by NOKEScam, these domains are rarely
flagged as malicious. VirusTotal identified only 612 (0.89%)
domains as malicious, with only 115 (0.17%) appearing in
open-source TIs. We speculate that NOKEScam’s stealthy, tar-
geted nature contributes to its limited exposure in TI, enabling
prolonged covert activity.

5.3 Spear Scam Tactics of NOKEScam
We further understand the NOKEScam tactics by analyz-
ing the generating and distributing characteristics of NSKey-
words, search engine indexing, scam bait of this spear scam,
and the volume of affected users.
How to generate NSKeywords. In total, we detected 153,975
NSKeywords, which is the crucial component of NOKEScam.
The average length of NSKeywords is 3 characters (cover-
ing 138,448 NSKeywords), which is convenient for user in-
put. We identified a total of 4,158 Chinese characters appear-
ing in all NSKeywords. By analyzing the frequency of these
characters in NSKeywords, we discovered a centralization in
character selection, with 65 characters occurring in over 500
NSKeywords each. For example, “渡” (Pinyin: you, could
represent “game”) is the most frequent, appearing in 81,030
NSKeywords, followed by “贡” (Pinyin: gou, could represent
“buy”) in 15,354 words. Such a selection strategy arises from
scammers’ misleading purposes. For example, embedding
“渡 (representing game)” at the end deceives victims into be-
lieving it is a gaming trading platform, like “诅奴渡”, which
is similar to the regular platform.

In addition to the entirely non-existent phrases composed
of single characters, 4,745 NSKeywords contain existing Chi-
nese words, with a total of 322 distinct words observed. Most
existing words appeared infrequently, averaging 114 NSKey-
words each. Among existing words, names of prominent com-
pany websites were used more frequently. For instance, we
found “腾讯 (Tencent)” appears in 2,463 NSKeywords, typ-
ically combined with numbers or letters, to deceive victims
into believing these are trustworthy Tencent-affiliated web-
sites, like “腾讯3344缡 (Tencent 3344 Website)”. Further-
more, we found 20,910 NSKeywords contain digits and let-
ters. Besides confusing victims when combined with famous
platform names, 18,406 NSKeywords use the letter “v” and
digits to imply version numbers, such as “诅奴渡v1.1.25”.
This strategy not only introduces deception by resembling
the real version number but also enhances the randomness of
NSKeyword character combinations and enriches scammers’
NSKeyword generation.

Moreover, NSKeywords are also reused for indexing-retry
when scammers discover that they are not indexed. In light of
our comprehension of NOKEScam (Section 3.2), it is evident
that in order to maintain the similarity of searching results
between NOKEScam and certified ads, it will only establish a
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connection with a single website. However, upon examination
of the complete detected NSKeywords dataset, we discov-
ered that some NSKeywords correspond to multiple websites.
While they still satisfied a single unique mapping within each
day’s data. This drew our attention. After further analysis, we
found that these websites were posted on different dates and
were all within Baidu’s governance cycle. Consequently, we
infer that the deployment of detection solutions resulted in
the direct blocking of NSKeywords from search engines. And
scammers reused them after discovering that NSKeywords
were not indexed. We conjecture this retry strategy arises on
NSKeywords because creating an NSKeyword is harder, as
ensuring non-related URLs for an NSKeyword in the huge
search engine database is very difficult. In our detection re-
sults, we identified 15,931 (10.35%) reused NSKeywords,
with an average of 6 times per keyword. The average time in-
terval between retries is 2.39 days. Besides, we found the retry
strategy for 14,309 NSKeywords is strict, even frequently
changing the domain name of URLs. For example, the porn-
related NSKeyword “舣鸡阡 (Pinyin: SeBaoGe)” was first
detected on September 10, 2023, and indexing attempts con-
tinued until April 2024. A total of 106 domains were utilized,
with an average retry interval of 1.63 days. These domains
have a similar pattern like [digit1].sebaoge[digit2].top, where
“sebaoge” is the pinyin form of this NSKeyword, digit1 is a
random 3-digit number, and digit2 is an incrementing 3-digit
number, indicating this scammer had bulk registered a batch
of domains to keep trying indexing.

In summary, NSKeywords are critical for NOKEScam.
Attackers utilize them to enhance the visibility of fraudu-
lent results, thereby increasing scam success rates. However,
generating obscure NSKeywords that are not observed on
other websites is challenging; thus, attackers reuse unindexed
NSKeywords to construct new pages for indexing retry at-
tempts. Additionally, throughout the detection process, de-
spite the various NSKeyword construction techniques em-
ployed by attackers, our method for identifying uncommon
combinations remains effective.
How to distribute NSKeywords. NOKEScam’s targeted na-
ture necessitates stealthy, one-to-one distribution of NSKey-
words to specific victims. While analyzing this distribution
method is challenging, we strive to provide novel insights
from multiple perspectives. Among 2,000 user complaints
of ground-truth data, 1,347 cases mentioned how victims ob-
tained the NSKeywords. We found that 64.2% of the cases in-
dicate victims acquired NSKeywords from in-game chats, and
22.3% obtained them from chat platforms like WeChat. The
user complaint shows scammers are highly patient in distribut-
ing NSKeywords and carefully deploy scams in one-to-one
chats. In addition to non-public channels like private conver-
sations, we also sought evidence from public sources, such
as Baidu’s services. In one day’s data from Baidu Knows6,

6Baidu Knows is a free questioning platform.
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Figure 7: URL distribution for different indexing options.

we only identified 230 posts containing NSKeywords. The
scarcity of NSKeywords distribution within the Baidu ecosys-
tem likely aims to preserve the unique mapping between
NSKeywords and NOKEScam URLs in Baidu’s search en-
gine, as Baidu-generated webpages have a high probability
of being indexed. Through the above analysis, we consider
that scammers use highly stealthy distribution methods of
NOKEScam to maximize the targeted scam success rate,
while also trying to contact victims through diverse channels.
How to get scam websites indexed by search engines. Baidu
records two indexing approaches by logging referrer for pas-
sive crawling and user ID for active submission. As shown
in Figure 7, we observed that scammers employ diverse and
evolving methods to ensure NOKEScam URL indexing. Ini-
tially, we found that NOKEScam leverages both indexing
avenues. To expedite website indexing, we observed scam-
mers employing active submission techniques, especially in
the initial stage. This method covered 8.47% of detected
NOKEScam URLs. As noted in Section 2.1, this method re-
quires Baidu accounts and we observed 437 related accounts.
Given China’s real-name registration policy for online ac-
counts [87], these Baidu accounts used for active submission
of NOKEScam pages serve as crucial leads for combating
such fraud (see Section 6). Analysis of Baidu account in-
formation revealed these accounts were typically registered
using false personal data, likely to evade traceability to the
fraudsters. Moreover, being passively crawled by crawlers
is the main distribution method, concerning 206,984 URLs
under 67,128 domains. Figure 7 depicts the shift in scammers’
indexing methods from a mixed approach to primarily pas-
sive crawling. In Phase I, active submission (33,814 URLs,
985 domains) and passive crawling (96,324 URLs, 12,886 do-
mains) were comparable. Subsequent phases showed almost
exclusive reliance on passive crawling. We hypothesize this
shift resulted from increased difficulty in active submission
due to scammer account suspensions on Baidu.

In addition, to make the indexing process faster and ensure
high rankings (ideally the top 1), scammers deploy cloaking
techniques to selectively show two different pages on one
URL to search engine crawlers versus victims [77, 82, 84].
Specifically, we found scammers display timely content like
the latest news to search engine crawlers to expedite indexing.
Search engines prioritize the processing of such pages for
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information freshness. However, when victims visit the URL
from search results, scammers display fraudulent webpages.
Furthermore, we identified that 3.35% of URLs are still active
until April 2024. Examination of accessible pages unveiled
scammers’ cautious tactics in masking fraudulent activities.
We identified 467 URLs utilizing redirection techniques for
detection evasion, with some requiring specific user interac-
tions (e.g., clicking a button) to access fraudulent content.
Notably, 16.95% of active websites offered download links to
fraudulent mobile applications, directing victims to specific
fraudulent APPs.
What bait is used to deceive victims. To discern the illicit
business categories of NOKEScam, we employed multiple
classifiers from the Semantic Detector (in Section 4) to cate-
gorize NOKEScam pages. NOKEScam primarily involves on-
line game account transactions (94.36%), with a smaller num-
ber related to pornography (4.81%) and gambling (0.83%).
Notably, within this complex targeted fraud scheme, we identi-
fied a novel fraud type: online game transaction fraud (OGTF).
OGTF provides an excellent scenario for NOKEScam, since
chat tools in online games provide scammers with a conve-
nient way to find targets. The proliferation of online game ac-
count trading platforms, exemplified by PlayerAuctions [60],
stems from spontaneous player-to-player transactions. The
abundance of these platforms complicates users’ ability to
discern the legitimacy of unfamiliar trading sites [59]. This
uncertainty in the game trading ecosystem creates opportune
exploitation points for NOKEScam operations. Moreover, to
attract victims, scammers also embed popular game names in
their NOKEScam webpages. By extracting embedded games
in NOKEScam webpages, we found that the top 2 popular
games in NOKEScam are Lost Ark from Amazon and Smile-
gate’s famous free-to-play action MMO game, appearing on
6,874 websites. Furthermore, user complaint records help us
to reconstruct how the scammers induced the victims to enter
the fake trading platform and forced the victims to recharge
step by step (see Appendix D).

Despite gambling and pornography being common under-
ground industries known for broad promotion, they exhibit
more severe potential harm to users in NOKEScam. Analysis
of related NSKeywords and page titles reveals use of obscure
terms mimicking gambling games or unique pornographic
content names, likely to evade chat platform detection. This
indirect method guides victims to underground sites while
avoiding direct blocking. Examination of page analysis indi-
cates covert profit mechanisms in gambling and pornography
sectors, by enticing victims with free trials while failing to
deliver promised services. In gambling scenarios, attackers
utilize demo games to entice victims to deposit funds without
providing complete games and may also promote fraudulent
gambling apps [32]. In adult scenarios, they use incomplete
videos to tempt victims into making payments without deliv-
ering full content.
How many users were affected. NOKEScam resulted in

serious consequences in the wild that caused direct financial
harm to victims. We assess NOKEScam’s user impact using
Baidu’s search logs. Specifically, we collect page view (PV)
data for detected NOKEScam-related domain names, mea-
suring user visits originating from search engine queries and
subsequent clicks. Statistics revealed an average daily PV of
about 30k for these fraudulent domains, a significant figure
as each PV potentially represents a victim accessing a scam
website. Moreover, the substantial PV indicates that these do-
mains were not accidentally accessed. Typically, unintended
search results receive fewer clicks, as they don’t match users’
search intent, resulting in lower PV counts. Furthermore, we
estimated the severity of victims’ financial losses using victim
complaint records. By examining the last 100 complaint re-
ports, we find 20 complaints mentioned the amount of money
defrauded, ranging from 100 to 33,443 dollars. The aver-
age fraud amount per NOKEScam victim was $2,896, which
could be used to estimate potential losses through the Baidu
search engine. Furthermore, Baidu recorded around 218 mil-
lion daily active users [70]. Assuming a rate of one-millionth
of users falling victim to NOKEScam, approximately 218 peo-
ple are defrauded daily, resulting in losses of up to $631,328.

5.4 Campaign Analysis of NOKEScam
Beyond the macro-level insights, we developed a clustering
algorithm to analyze the scam strategies of NOKEScam cam-
paigns from a micro-perspective.
Cluster NOKEScam campaigns. We designed a clustering
methodology for NOKEScam based on two assumptions: 1)
websites with similar title patterns, and 2) websites using the
same domain registration information, belong to the same
campaign. Specifically, first, we clustered titles with a Leven-
shtein distance [93] of less than three into groups. Then, we
merged clusters with the same domains or registrant informa-
tion.
Overview of Campaigns. In total, we identified 143
NOKEScam campaigns. NOKEScam exhibits a pronounced
head effect, with the top 10 campaigns accounting for 80.02%
of NSkeywords. Table 2 shows the top 10 campaigns. The
largest campaign used 104,204 URLs with unique NSKey-
words and was active in 68 days. Online gaming fraud ac-
counts for 21.0% of campaigns and has larger groups than
other business types, with 8 of the top 10 in this business.
While 95% of campaigns focus on one underground industry,
5% engage in multiple businesses. For example, campaign 7
involves both online game fraud and gambling, likely due to
similarities between gambling and gaming platforms.
Activity of NOKEScam Campaigns. We calculated cam-
paign active days by summing the days when the NOKEScam
URL was observed. Most campaigns have short active days,
with 67.83% active in less than 7 days. However, some short-
lived campaigns have many NSKeywords, indicating high
activity. For example, campaign 3 was active for just 6 days
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Table 2: Information of Top 10 NOKEScam campaigns.

Cam. Business # Domain # NSKeyword Active Time
(Aug.17, 2023 - Dec.31, 2023*) # Active Day

1 Online game transaction fraud 8,898 104,204 68
2 Online game transaction fraud 532 8,316 9
3 Online game transaction fraud 5 2,557 6
4 Online game transaction fraud 153 2,378 6
5 Online game transaction fraud 5 2,158 37
6 Online game transaction fraud 4 1,422 5

7 Online game transaction fraud
& Gambling 136 746 60

8 Pornography
& Gambling 387 513 24

9 Online game transaction fraud 87 489 21
10 Pornography 391 433 45

* : Since the crackdown from detection, these groups had no active information in 2024. Therefore, we set the cutoff date for the
plots as December 31, 2023.

but generated up to 426 websites daily. Longer campaigns
often use many domains with frequent changes and short
periods per domain. Campaign 10 used 391 domains, and
each domain was active for just 1.16 days on average, with
the shortest domain active for only 1 day. We speculate this
domain rotation is an evasion strategy to avoid detection.
Evasion Strategy. During governance, we observed adver-
saries probing and attempting to evade our detection. Initially,
campaign 1 used 253 domains with an average of 16 pages
each. However, they later abandoned these domains, intro-
duced 34 new ones, and reduced the average pages per domain
to 8. Besides, modified page titles were observed, as seen in
campaign 1. They added longer normal text, such as news or
encyclopedia content, to obscure malicious semantics. Addi-
tionally, they included meaningless punctuation, numbers, or
letters around the NSKeyword. Evasion attempts can still be
effectively detected. Although attackers lengthen titles and
add distracting characters, NSKeywords enable the NSKey-
word Identifier to detect anomalies. Additionally, semantic
conflicts between fraudulent and normal text can be identi-
fied by the Semantic Checker. Thus, the detection system
remains effective due to its integration of three key observa-
tions. This resilience is evidenced by user complaints analysis
in Section 6, demonstrating minimal impact on the system’s
performance.

6 Real-World Impact

6.1 NOKEScam in Baidu
Our detection system is now stably deployed at Baidu, daily
scanning NOIW data. Detected NOKEScam URLs are re-
ported to Baidu’s governance department for blocking, thus
preventing user exposure to malicious content. Specifically,
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Figure 8: Number of user complaints received by Baidu from
January 2023 to April 2024. The yellow area on the right is
the post-government feedback.

Baidu extracts the domain names from detected NOKEScam
URLs, ensuring that all URLs under that domain are not
indexed in the NOIW data and are removed from the in-
dexed database. This enables swift blocking of identified
NOKEScam domains. Notably, Baidu manually confirms de-
tection results before removal to prevent false positives affect-
ing normal users. The absence of user complaints concerning
erroneous blocking of legitimate websites indicates minimal
impact from false positives.
Blocking NOKEScam websites from reaching victims.
From real user feedback, our lightweight detection system on
NOIW significantly contained NOKEScam spread on Baidu.
Figure 8 shows the number of Baidu user complaints about
encountering NOKEScam over time. Yellow areas indicate
changes after deploying our approach. Before governance,
Baidu received 384 victim complaints per week on average.
After blocking the indexing of scam sites, adversaries could
not add new ones. Thus, complaints dropped precipitously,
decreasing 194-fold from the most 777 to 4 per week, reach-
ing an average of 6 per week. Despite minimal weekly user
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complaints, an in-depth analysis of these cases reveals attack-
ers’ evasion attempts primarily focus on obfuscating titles
and summaries. As shown in the second case in Appendix B,
it embeds benign text far exceeding malicious content within
titles. While embedding extensive benign text in titles may
bypass our detection system, user feedback indicates high
anomaly recognition in such cases. This reduces fraud success
rates, making it an unfavorable evasion tactic for attackers.
In summary, user complaints significantly reflect real-world
conditions. The sharp decline in such complaints indicates a
substantial reduction in NOKEScam activities.
Combating with scammers. As outlined in Section 5.3,
Baidu logs indexing sources for each URL. Active submission
requires Baidu accounts, enabling the tracking of NOKEScam
URL submitters. Our detection identified 437 highly suspi-
cious accounts, reported to Baidu. Through account interac-
tion analysis, Baidu expanded this to 2,335 scam accounts.
These accounts were then managed by removing their URLs
and revoking submission privileges. This account tracking
and governance process forms a crucial component in effec-
tively combating NOKEScam.

6.2 NOKEScam in other Search Engines
While our study focuses on Baidu, NOKEScam represents a
general scam approach. To demonstrate its pervasiveness, we
assessed its presence on other major search engines: Google,
Bing, 360 Search, and Sougou. Our investigation reveals
NOKEScam’s prevalence across all major search engines,
highlighting a significant industry-wide challenge.

First, we actively created a non-existent English word,
“Navigrake”, to avoid current results focusing solely on Chi-
nese. We configured a webpage for it and, by submitting this
page to four search engines without any SEO efforts, achieved
the top (and only) ranking for searching “Navigrake”. This ex-
periment demonstrates the potential for abuse of NOKEScam
by these search engines, as adversaries could easily exploit
such “high-search-ranking effects” for fraud.

Subsequently, we attempted to leverage Baidu’s detection
results to validate the presence of NOKEScam in other search
engines. Using 500 randomly selected NSKeywords, we ana-
lyzed the top 5 search results from each engine, employing
our NSKeyword identification method, followed by manual
verification. Despite the absence of any previously identified
NSKeywords from other search engines, we discovered 653
new NSKeywords through the search engine’s search term rec-
ommendations. Considering that adversaries can actively sub-
mit indexing requests to search engines, we hypothesize that
scammers use distinct NSKeywords for each search engine to
more precisily attract victims. In addition, we found 445 posts
or reports about NOKEScam in Bing and 360 Search. Victims
stated how they were deceived or applied for legal aid, which
also proves the widespread impact of NOKEScam in the wild.
Although crawling restrictions impede external assessment

of NOKEScam’s scope, our validation using Baidu’s partial
detection results still confirms NOKEScam’s impact across
other search engines. We’ve informed affected search engines
and will offer assistance in mitigating this threat.

7 Discussion

Limitations. Despite effectively combating NOKEScam on
Baidu, analyzing a single search engine has limitations. How-
ever, as the largest Chinese search engine, Baidu-specific de-
tection still provides an overview of this novel scam and con-
firms NOKEScam severity. Although a comprehensive evalu-
ation of other search engines is challenging, we still assessed
the presence of NOKEScam on them based on our detection
results in Baidu (Section 6.2). We also disclosed results to
affected search engines and will actively assist them in ad-
dressing this threat with our open-sourced detection method-
ology. Since Baidu mainly serves Chinese users, our detection
method implemented is primarily for Chinese text (especially
for identifying NSKeywords). However, the overall approach
utilizes general perplexity to calculate character combination
probabilities, making it language-agnostic. Although we lack
real-world observation on other languages (e.g., English), we
have implemented a detection method for uncommon English
words and phrases, with the code open-sourced and detailed in
Appendix C. Additionally, our detection system’s significant
combating impact on NOKEScam, with only minimal errors
persisting. Regarding false negatives, user complaints consis-
tently declined over seven months post-deployment, reducing
to merely four per week. This demonstrates our detection
system’s robust performance, effectively countering attackers’
evasion attempts. The evaluation shows a low false positive
rate (0.9%), with Baidu implementing manual verification be-
fore blocking detected URLs. The absence of user complaints
regarding erroneous blocking of legitimate websites to date
indicates that false positive impacts are manageable.

8 Related Works

Spear phishing. Previous research on spear phishing has fo-
cused on several common scenarios, including email, social
medias, telephone, and SMS [8,39]. Email is a typical context
for spear phishing [12, 33, 39], with two main detection as-
pects. On one hand, some works detect spear phishing emails
based on their impersonation behavior [31] and other works
detect them based on compromised email accounts [15,30,57].
In addition, some works detect spear phishing emails from
multiple dimensions, including detection based on URL com-
ponent features [10, 14, 23, 75], detection based on webpage
content [2, 45, 49, 81, 85, 94], and detection based on tex-
tual features of the emails (such as the subject and body
content) [3, 17, 20, 24, 90]. Social media-related spear phish-
ing studies propose tracking methods for compromised ac-
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counts [66, 72]. Considering the vast user base of telecommu-
nications for phone calls and SMS, telecom services are also
a major context for spear phishing. Besides, existing works
conduct in-depth analyses of spear phishing scams via tele-
phone [62–64, 73], and methods for detecting and measuring
SMS-based spear phishing attacks [48, 58].
BlackHat SEO. Numerous studies demonstrate that search
engine results may not be entirely reliable, as they may con-
tain illicit promotion information [19, 42, 44, 52, 76]. The
primary goal of illegal promotion is to attract more users of
illicit products, including but not limited to gambling sites,
pornographic services, and illegal drugs. Additionally, exist-
ing research has confirmed that high-ranking effects in search
engines have been exploited in phishing fraud, such as tech
support scams [47, 69] and fake search ad scam [46]. Ex-
isting studies identified that perpetrators of BlackHat SEO
frequently target popular keywords [40, 41, 56], since these
keywords have substantial user traffic for effective promo-
tion. Multiple functions of search engines are exploited in
BlackHat SEO practices, such as automatic search recom-
mendation [79] and nearby business search services [78].
Since BlackHat SEO injects a substantial volume of illicit
promotional content, search engines face significant harm.
Consequently, existing studies proposed various detection
methods, including detecting spider pools based on the identi-
fication of wildcard DNS [19], detection based on link rela-
tionships [13,36,51,83,92], and content-based detection [88].
In this work, we first reveal a novel spear scam activ-
ity, NOKEScam. Unlike other fraud methods, NOKEScam
spreads obscure NSKeywords rather than fraudulent links.
These unique keywords ensure top search engine results with-
out using any complex Black Hat SEO techniques, exploiting
user trust by misleading victims to perceive results as legiti-
mate (e.g., certified ads). Despite challenges in detecting this
novel fraud in vast search engine data, we collaborated with
prominent search engine providers to develop effective de-
tection methods. Real-world results demonstrate successful
mitigation of this emerging fraudulent behavior.

9 Conclusion

This paper reveals a novel spear scam, the uncommon and
usually non-sense keyword spear scam, NOKEScam. It lures
victims into searching for obscure NSKeywords, leading them
to a unique matching website at the top of search results,
which exploits the endorsement of search engines to convince
victims of the site’s legitimacy. In partnership with Baidu,
China’s leading search engine, we conducted the first detec-
tion and measurement study of NOKEScam. Our deployed
detection system identified 153,975 NSKeywords over a seven
months. Based on our findings, we provide the first compre-
hensive analysis of the NOKEScam ecosystem, encompassing
tendencies in domain infrastructure usage, evolution of index-
ing strategies and title generation mechanisms. Notably, we

discovered a novel fraud category, online game transaction
fraud (94.36%). Besides, our detection system’s real-world
impact is substantial, reducing NOKEScam-related user com-
plaints 194-fold.

Ethics

Our analysis strictly followed ethical guidelines, namely the
Belmont Report [22] and the Menlo Report [38]. Potential
privacy risks relate to three data types: user complaints, sub-
mission accounts, and domain registration. First, the user com-
plaint dataset may contain personal user information, despite
Baidu’s explicit privacy protection statement [5, 6]. There-
fore, before analysis, Baidu manually reviewed the data and
anonymized any personal information by computing MD5
hashes. Thus our complaint analysis does not involve personal
data. For submission accounts, we provided only scam URLs
to the search engine for handling, without accessing account
info. For other data, we only used publicly available informa-
tion without ethical issues, like URLs and page content. For
domain registration, we relied on WHOIS data but could not
obtain all registrant info due to GDPR, limiting governance.
Overall, we took measures to protect privacy and limit analy-
sis to public data. Finally, we will anonymize our open-source
detection results to mitigate ethical risks.

Open Science Considerations

We released our detection script and detected data on http:
//nokescam.com. However, as our detection data source
(Baidu’s actual indexing data) cannot be disclosed, thus a
direct evaluation of the detection script’s functionality and
reproducibility is not feasible. To address this limitation and
provide comprehensive awareness to the security community,
we published all detection results, including NSKeywords
and NOKEScam URLs. Additionally, our method is univer-
sally applicable to search engine providers. We responsibly
disclosed findings from other search engines to related ven-
dors and assisted in implementing our detection system to
comprehensively mitigate this security risk.
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A User Complaint

Table 3 shows the key information extracted from an example
complaint.

Table 3: Scam information extracted from user compliant.
Search Keyword WuZhuang Account

Domain in
Search Result hz7re.huagong1.top/ebook/q13in

Redirection
Domain gg1.cfcfcg.top/vvvvv

Scamed or Not yes
Scamed Money 800 RMB
Scamed Date August 13, 2023

Payment Channels Bank Card
Receiving Account 623******647

B NOKEScam Title Example

Table 4 shows several examples of NOKEScam webpage title.

Table 4: Examples of NOKEScam website title patterns.

Business NOKEScam Website 
Title English Title

Online Game 
Transaction Fraud

绒斌购-快速网游在线
交易平台

RongBinGou-Online game 
trading fast portal

Online Game 
Transaction Fraud

蚁裔游 /热门游戏-“一
带一路研讨会”重点演
讲内容⋯引发热烈讨论

YiYiYou / Hot Games-Key 
presentations at “Belt and Road 
Seminar” including…Sparks 
Intense Discussion 

Gambling 僿卜站··彩票预测网站 SaiBoZhan··Lottery prediction 
website

Porn 色脐阁：便捷视频网站
QinQiZhan：Convenient video 
website

* The underlined part is the NSKeyword in the title.

C NSKeyword Identifier for English

We perform word segmentation on English text using fre-
quency data from the Wikipedia corpus via wordninja7. This
process identifies non-existent words, e.g., “Navigrake”8. To
thwart adversaries using uncommon word combinations to
create NSKeywords, we trained an N-gram model on diverse

7https://github.com/keredson/wordninja.
8An example of an English NOKEScam website: http://epptest.sh

op/.

text sources to predict word probabilities based on preced-
ing words. This approach facilitates the detection of English
NSKeywords, and we have open-sourced code for both En-
glish and Chinese for community reference and validation9.

D Real-World Case Study

This real-world case provides valuable insights for the security
community and offers concrete educational material for user
awareness.

Is your account for sale? I'll buy your account for $1,000.

Script 1: Money Temptation. Scammers discreetly trans-
mit NSKeywords to victims via platforms like in-game chat,
offering to purchase accounts at premium rates.

Let’s trade on the “Zunu game”. I have traded on it many 
times before. You can search it with a search engine, and 
he is the one who ranks first, and it has been certified by 
the search engine.

Script 2: Search engine endorsement. They suggest a
specific trading platform (NSKeyword), using high-search-
ranking effects to imply certification and credibility. To over-
come victim hesitation, scammers may claim prior successful
transactions on the platform, offer higher prices, and create
urgency for quick decision-making.

Warning: Because the information you entered is incorrect, 
your account has been frozen and you need to recharge 
$200 to unblock the account.

Script 3: Deposit of funds. Upon attempting fund withdrawal,
the victim’s account is frozen by the fraudulent platform, cit-
ing incorrect information. To unfreeze, the platform demands
a deposit. After compliance, the account remains blocked,
with escalating deposit requirements. This tactic exploits the
sunk cost fallacy, preying on victims’ aversion to losing their
initial investment.

I have already paid. It was your mistake that caused the 
account to be frozen. 
In this way, not only did I lose money, but I also lost access 
to your account. You solve it quickly, or I will call the police. 

Script 4: Defeat the defense. When victims express suspi-
cion about deposit demands, adversaries employ psychologi-
cal manipulation. They shift blame to the victim, claiming the
account freeze resulted from the victim’s errors. This tactic
aims to induce guilt and pressure compliance, suggesting the
adversary has also suffered losses due to the victim’s alleged
mistakes. Once the victim feels guilty, they post a deposit. If
the complaint is unsuccessful, the adversary may escalate the
situation by threatening to involve law enforcement unless
the victims post a bond and resolve the matter promptly.

9We released the script on http://nokescam.com.
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